From: Chen, Lily (Fed)

To: Moody, Dustin (Fed)
Subject: RE: FW: Cyber Seucrity for Defense-Speaker Information
Date: Tuesday, April 2, 2019 1:56:47 PM

| think they do not allow to forward the attachment. The one with attachment bounced back.

From: Moody, Dustin (Fed)

Sent: Tuesday, April 02, 2019 1:48 PM

To: Chen, Lily (Fed) <lily.chen@nist.gov>

Subject: RE: FW: Cyber Seucrity for Defense-Speaker Information

Can you just copy the important text and paste it into a new email?

Office365 thinks it is detecting banking info (a “routing number”), and so it won’t allow you to forward it. Routing numbers are usually 8 or 9 digits numbers that
banks use.

From: Chen, Lily (Fed)

Sent: Tuesday, April 2, 2019 1:47 PM

To: Moody, Dustin (Fed) <dustin.moody@nist.gov>

Subject: FW: FW: Cyber Seucrity for Defense-Speaker Information

From: Microsoft Outlook

Sent: Tuesday, April 02, 2019 1:25 PM

To: Chen, Lily (Fed)

Subject: Undeliverable: FW: Cyber Seucrity for Defense-Speaker Information

Your message to dustinnmoody@nist.gov couldn't be delivered.

A custom mail flow rule created by an admin at nistgov.onmicrosoft.com has blocked your
message.

Delivery was blocked because it detected an ABA Routing Number. Review your message, remove
offending data, and resend.

lily.chen Office 365 nist.gov
Sender Action Required

Blocked by mail flow rule

How to Fix It

An email admin at nistgov.onmicrosoft.com has created a custom mail flow rule that blocks messages that meet certain conditions, and it
appears that your message has met one or more of those conditions.

o Check the text above for a custom message from the email admin that may help explain why your message was blocked and how you
might be able to fix it. For example, removing prohibited words from the message or sending the message from a different email account
may be sufficient to deliver your message.

If you've tried and you're still not able to fix the problem, consider contacting the email admin at nistgov.onmicrosoft.com to discuss what to
do. While they're unlikely to remove or relax the rule, if you have a legitimate need to deliver your message they may offer guidance for how
to do so.

More Info for Email Admins
Status code: 550 5.7.1_ETR

This error occurs because an email admin at nistgov.onmicrosoft.com has created a custom mail flow rule that has blocked the sender's message.
In some cases, the sender can change the message so it no longer violates the rule. However, depending on the rule's conditions, it's possible that the only way to
deliver the message is to change the rule itself, and only an email admin at nistgov.onmicrosoft.com can do that. Although it's possible the rule is unintentionally flawed

or it's stricter than the admin intended, it may be working exactly as they want it to.

Original Message Details

Created Date: 4/2/2019 5:24:58 PM

Sender Address: lily.chen@nist.gov

Recipient Address: inm ni v

Subject: FW: Cyber Seucrity for Defense-Speaker Information

Error Details
Reported error: 550 5.7.1 TRANSPORT.RULES.RejectMessage, the message was rejected by organization policy


mailto:lily.chen@nist.gov
mailto:dustin.moody@nist.gov
mailto:dustin.moody@nist.gov
mailto:dustin.moody@nist.gov
mailto:lily.chen@nist.gov
mailto:dustin.moody@nist.gov

DSN generated by: BYAPRO9MB3224.namprd09.prod.outlook.com

Message Hops

HOP  TIME (UTC) FROM TO0 WITH RELAY TIME
4/2/2019 .
1 52458 PM BYAPR0O9IMB3510.namprd09.prod.outlook.com  BYAPROIMB3510.namprd09.prod.outlook.com  mapi *
4/2/2019 Microsoft SMTP Server (version=TLS1_2,
2 52458 PM BYAPR0O9IMB3510.namprd09.prod.outlook.com  BYAPROIMB3224.namprd09.prod.outlook.com cipher=TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384)

Original Message Headers

Authentication-Results: nist.gov; dkim=none (message not signed)
header.d=none;nist.gov; dmarc=none action=none header.from=nist.gov;

Received: from BYAPRO9MB3510.namprd09.prod.outlook.com (20.179.58.152) by
BYAPRO9MB3224 .namprd09.prod.outlook.com (20.178.1.10) with Microsoft SMTP
Server (version=TLS1_2, cipher=TLS_ECDHE_RSA WITH_AES 256 _GCM SHA384) id
15.20.1750.22; Tue, 2 Apr 2019 17:24:58 +0000

Received: from BYAPRO9MB3510.namprd09.prod.outlook.com
([fe80::54d9:126a:d3c5:422a]) by BYAPRO9MB3510.namprd09.prod.outlook.com
([fe80::54d9:126a:d3c5:422a%5]) with mapi id 15.20.1750.014; Tue, 2 Apr 2019
17:24:58 +0000

Content-Type: application/ms-tnef; name="winmail.dat"

Content-Transfer-Encoding: binary

From: "Chen, Lily (Fed)" <lily.chen@nist.gov>

To: "Moody, Dustin (Fed)" <dustin.moody@nist.gov>

Subject: FW: Cyber Seucrity for Defense-Speaker Information

Thread-Topic: Cyber Seucrity for Defense-Speaker Information

Thread-Index: AdTpdpLZW1KoMgfXSJC6XRDV8rStIgAAJZHWAABWYZA=

Importance: high

X-Priority: 1

Date: Tue, 2 Apr 2019 17:24:58 +0000

Message-ID: <BYAPRO9MB35102FC6C2D17D602C38639D94560@BYAPROIMB3510 . namprd09.prod.outlook.com>

References: <F69CAE4413FE8454DB32377D2FFATFIFF16CTADI1RPLSUSEXMB002.p1 om>
<BYAPROOMB3510A 16510286F8CB894 BYAPROOMB3510.nampr

In-Reply-To: A 9 9

Accept-Language: en-US
Content-Language: en-US
X-MS-Has-Attach: yes
X-MS-TNEF-Correlator:

MIME-Version: 1.0
X-Originating-IP: [129.6.225.135]

X-MS-PublicTrafficType: Email

Return-Path: lily.chen@nist.gov

X-MS-0Office365-Filtering-Correlation-Id: a45ba282-1b19-4c5e-dc73-08d6b79021b3
X-MS-0Office365-Filtering-HT: Tenant

X-Microsoft-Antispam:

BCL:0;PCL:0;RULEID: (2390118) (7020095) (4652040) (8989299) (4534185) (4627221) (201703031133081) (201702281549075) (8990200) (5600139)

(711020) (4605104) (4618075) (2017052603328) (49563074) (7193020) ; SRVR:BYAPROOMB3224;
X-MS-TrafficTypeDiagnostic: BYAPROOMB3224:

X-MS-Exchange-PUrlCount: 6

X-MS-Exchange-AtpMessageProperties: sap=1;slp=1;
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